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As you are aware An Garda Siochéna works closely with your organisation and

other Internet Service Providers in identifying those persons using the inlermet
to access, download and occasionally upload child sexual abuse material,
known under lrish legistation as ‘child pormography’. The vast majonty of these
cases are brought to our attention by police forces i other jurisdictions
investigating the distribution of child sexual abuse material. Intermet Protocol
{IP) Address data resulting from such investigations often refers to Irish citizens
and residents who have downlcaded images, video clip files and/or text stories

illustrating the sexual abuse of children.

The unit responsible for conducting and co-ordinating such investigations in

this jurisdiction is the Paedophile Investigation Unit (PTLY), which 15 part of the
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Domestic Violence and Sexual Assault Investigation Unit at An Garda

Siochéna's Nationzal Bureau of Criminal Investigation.

In order to produce this matenal, children are sexually abused and exploited in
cvery way imaginable, Many criminald organise the sexual abuse of children,
the production of images and video files depicting that abuse and the
commercial distnbution of that matenal using websites. There are also many
people with a sexual interest in children who abuse children and deliberately
record that sexual abuse so that they can distribute images and video clips

through websites.

When Gardai, and police otticers worldwide, interview people suspected of the
production, distribution or possession of this material. many say they [irst
became involved when they accessed the material on the internet. They often
claim that initial curiosity became an obsession and led to them being caught
breaking the law.

Every time one of your customers accesses such a website hefshe increases the
demand for the production of such images, which leads o more children being
sexually abused to create new material. Furthermore, the children whose abuse
15 already on the internel have to live with the fact that images and video clips
of that abuse are permanently available on the intermet. Thus, they are
constantly being subjected to further abuse by those distribuling, accessing and
downloading the material depicting that abuse.

Along with many other European police forces An Garda Siochana, represented
by the Paedophile Investigation Unit, is currently seeking to implement a
blocking technology operated by Internet Service Providers with the assistance
of the police in each country throughout Europe.



With a view to preventing the distribution of child sexual abuse material and
protecting your customers and their children from inadvertently accessing such
material, An Garda Siochdna is keen to implement a blocking technology in
partnership with your company and other Internet Service Providers. We
propose that members of An Garda Siochana investigate and identify those
domains and sub-domains being used to distribute ‘child pormography’ as
defined by Section 2 of the Child Trafficking and Pornography Act, 1998, The
Gardai would then forward a list of the relevant domain and sub-domain names
to your company requesting that you block your customers’ access to those
websites and re-direct that customer to a STOP! page (sample attached)
explaimng to the customer whal has happened.

As can be seen in the attached sample STOP! page, An Garda Siochana
acknowledges the fact that the customer may have accessed the site
unintentionally. It is clear that genuine ISP customers are inadvertently
accessing such material and reporting it to either An Garda Siochana or the
ISPAl Hotline. Children of ISP customers also appear to be accessing the

material.

Bearing the above in mind, this process will never involve An Garda Siochéna
requesting data (eg IP Address data, etc.) that may identily the customer who
has attempied to access blocked websites. However, we would hope to obtain
details of other websites visited by the user, along with other technical details,
in order that we can identify any new websites that require blocking. We will
also be engaged, with our European colleagues, in attempling to track the
creators of those sites and take any lawful action available. This process would
never require identification of your customers. It would be used as a harm

reduction measure lo prevent the distribution of child sexual abuse matersal,



identify those responsible for creating the websites and take any necessary and
appropriate lawful action against them:

I would be obliged if vou could provide details of those with whom | should
make contact in your company to progress this matter and discuss any concemns

you may have.

I am confident that this i5 a project that can proactively combat child sexual
abuse on the internet while yielding significant benefits in terms of a positve
corporate image for your company and the Irish ISP sector generaliy. T look

forward to working with ¥ou and your company to achieve these aims.
Should vou have any gueries please do not hesitate in contacting myself or

Detective Sergeant Micheel Lynch of the Paedophile Investipaion Umil
Detective Serpeant Lynch may be contacted at _

Yours sincerely

b
\]\m;;_,\,_,‘ . Detective Supenntendent

(John McCann)
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